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WatchGuard

> [laTta ocHoBaHus — 1996 rog, CLLUA

> Firewall appliance pioneer

> HQ in Seattle, WA

> [MpogaHo 6onee 1,000,000 ycTponcTB |
> 100% kaHan — 5,000 napTHépOoB B 120 cTpaHax S4BEST BUY ANWARDS

> PelueHunsi no 6e30nacTHOCTM AN BCeX 2013
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Accolades
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2007-2009
Launched
. . . re-architected Launched RED XTMv and XCSv
Taken private Re-Engineering of d ith /N G H
i1 October Product product wit ext Gen ardware
Best-of-Breed HW Firewall Refresh

Best-of-Breed SW
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Leader in Gartner UTM Magic Quadrant for 3@ Year Running
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Visionaries

Source: Gartner Magic Quadrant for Unified Threat

Manaﬁement, JuI‘, 2013

“banaHc mexay NpPoCcToTon

MCNO/Ib30BAHMA U BbICOKUM
ypoBHem 6e3onacHocTn”

“TocnegHne annapaTtHble U
nporpammHble o6HoBNEHUA
NPUHECN 3HAUYUTE/IbHbIE
yAay4lweHua nponssogmntesibHocTn”

“BbICOKana CKOPOCTb UCNONb30BaAHUA
HECKONbKNX GYHKLUMM (33
npegenammn bpaHamayapa, IPS n
6nokmnpoBaHune URL) Bcex
npounssoantenen”

“BbICOKOMN HaAEXHOCTH
obopyaoBaHMA u
I'IpOCI)eCCVIOHafIbHI'IFI noanep»xry co
WatchGuard”

Source: Gartner, March 2012 and June, 2013

© WatchGuard Technologies Inc.
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JlnHenka npoaOyKToB

Extensible Threat Management coyeTtaet B cebe
MexKceTeBOM 3KpaH, VPN, ciyk6bl 6€30nacHOCTM AN
3alMTbl CETEM OT CnamMa, BUPYCOB, BPEAOHOCHbIX NMPOrpamMm

U BRTODWEHUIA
N-BTOPXKEeHUN.

Extensible Content Security npegnaraet 3aWmTy KOHTEHTa
yepes 3/IEKTPOHHYH NOYTY U BEG-DUNBLTP B COYETaHMM C
3alMTOM OT NoTepen AaHHbIX.

P

XTM 2 & 3 Series:

For small offices, branch
offices and wireless
hotspots

XCS 280, 580
For small businesses and
medium-sized businesses

XTM 5 & 800 Series:
For mid-sized businesses
and distributed enterprises

XCS 770R, 880 & 1180
For medium to large
enterprises and ISP’s

XTM 15 Series: Large
distributed enterprises

XTM 2520: Large
enterprises and corporate
data centers

XTMv

Four full product virtual
software license
versions

XCSv

Four full product virtual
software license
versions

Wireless Access Points

i

AP100 & AP200
Businesses can harness the
power of mobile devices
without putting network
assets at risk.

© WatchGuard Technologies Inc.




&
| — @atchGuard

Cepua XTM - eXtensible Threat Management

— Sized for small business & branch offices (5-50 users) to
enterprise (10 000+ users)

— 3 Buaa koHconu ynpasnenus: web, Ul, CLI
— MoHUTOpPUHI 1 penopTuHr realtime n no extra cost

— B03MOXXHOCTb OOHOBNEHNS BHYTPU MOOENbHOTO4RSAEE = ks
— All-in-One network security: o LT eI

Firewall R

SSL & IPSec VPN R

Reputation Enable Defense
— Web reputation service from the cloud

WebBIlocker (inc. Full HTTPS inspection)

spamBlocker

Gateway Anti-Virus

Intrusion Prevention Service

Application Control (from January 2011Y)

LiveSecurity Service (HW warranty, technical support, SW

upgrades, Security Alerts, 24/7 Support)

I © WatchGuard Technologies Inc.
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In-House vs. Best-of-Breed
Technology

Anti URL Anti APP
Filtering Spam IPS Control

a‘tchGuard'
W T iy Weksense  comyrrtouch® (/= Broaduen [ = Broagusen SOPHOS

SonicWALL

F:RTINET
paloalto BrIGHTCLOM
il e @y @mem
junper K weksense
In-house Unaddressed

I © WatchGuard Technologies Inc.
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WatchGuard Gateway AntiVirus

(AHTMBMpYC WLUnto3a) :
ay
14

* [lpnHumn paboThbl:
— bnokupyet Bupycel, Yepsu, TposHsbl, LLnnoHckoe NO
» Bxogsawmn n ncxogawmm tpaduk
« HTTP, HTTPS, FTP, SMTP, POP3, TCP-UDP
— KMcnonb3yeT curHatypbl U TEXHUKY NPOMEXYTOYHOIo
CKaHWpOBaHN4A
 HasHadeHue:
— [loBblWeHne ypoBHA 3awmTbl cepBepos u 1K

— bnoknposaHue BpeagoHocHoro NO oo ero NpoHNKHOBEHUA
BHYTPb CETU OpraHmsaumu

— lMpepoTBpalleHne NOBPEXOEHUS U MOTEPU AAHHbIX

ANTI*VIRUS

I © WatchGuard Technologies Inc.
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SpamBlocker ]
(bnokmpoBLUMK cnama) CO"@OUCh

« BesonacHoe 1 NpocToe 0OHapyXeHne BCrblLLEK MacCOBbIX PaCcChINOK
B pearnbHOM BpeMeHM

* [pnHuKnn paboTsbl:

OB6HapyXeHMe CXOXMX KOMMOHEHT AN KaXX40W pacChbIfiku
To4HOoe onpeaeneHne

CpaBHeHMe BXOAsLLero coobLeHns ¢ oTneyaTkaMmy cnama B pexnme pearnbHOro
BpEMEeHHU

. Analyzing Internet Traffic

~

Classification
"V
n E ............................................ >
) . A
Real time detection Que
m center ry
o’ RPD™ (Recurrent Pattern Detection) -
/' Mepuoanyeckme obHapyxeHusi oTne4YaTKkoB

© WatchGuard Technologies Inc.
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WatchGuard WebBlocker

welsense
* [lpuHunn paboTsbl:

— 54 KaTeropum ccblflok Ha cauTbl

— PerynsaipHble 0OHOBEHUA ANst AOCTUXEHNS MaKCMMarbHOro
YPOBHA puUnbTpaumnm

— Cnucku ncknoyeHum (benvie/MepHoie)

— OTtyeTbl BEO-O0CTYNA, HAPYLLEHWIA, UICTOPUS
NCMNOMb30BaHUS

« HasHayeHue:

— [loBbiweHne 3 PEKTUBHOCTU NCNONb30BaHNSA paboyero
BpEMEHMU

— [MBKOCTb B NOCTPOEHNM NONNTUK AOCTyna
— [loBbllWeHNe HOpMATMBHO-MNPaBOBOU 3aLUUTHI

I © WatchGuard Technologies Inc.
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Intrusion Prevention Service
(CepBuc npeaorBpalleHNA BTOPXEHUN)

o I_Ipl/IHLI,I/II'I pa6 oOThI" B Intrusion Prevention Service =5
— 3awmTa OT U3BECTHbIX YSA3BMMOCTEN mm _
C MOMOLLbIO CUrHaTYP ¥ Fran sen Prevenen
— PerynsipHoe 0OHOBEHME CUTHATYP Thwat::l Tp N\ - M?m Lrj_g
 HasHayeHue: Hgh  |Drop 5 B @
— 3awwmTta ot SQL nHbEKLMIA, Kpoc-caWt edum | Oro o O O
ckpunTuHra (XSS), nepenonHeHnn Low  [Drop Y B @
bydepa, Yepsen nformation | Alow zf O O
— 3awuTa oT BpeagoHocHoro 1O e
— [MpenoTBpaLlaeT oT BO3MOXHOCTM - e
NCNOSIb30BaHUE 3110YMbILLITEHHUKOM ——
BPeAOHOCHOro Koaa B NOTOKe I
NHpopMaunm aHannsnpyemom
WatchGuard ok | [ cancel |[ Hep

2% BroadWeb

Empowear Your Metwork Security

I © WatchGuard Technologies Inc.
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REPUTATION SERVICE @ﬁchGuard'

= cnonb3yet penytauynto URL agpecos
= URL penyTtaumus (He npocto canT uau IP agpec)
" HecKo/IbKO MCTOYHUKOB MHPOPMaL MK
= JIMHamun4yecKkue 3Ha4YeHusa, B 3aBnucnmoctm ot BEb ychosum

I © WatchGuard Technologies Inc.
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NMOJIb3OBATEJIU U NMPUNNOXEHUA BHE
KOHTPOJIA!

WatchGuard Application Control

&% BroadWeb

Empower Your Network Security
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BECKOHTPOJIbHOE UCINOJIb3OBAHUE
NMPUNOXEHNN OOMKHO BECMOKOUTb BAC

= Bbl TepaeTe MHOro paboyero
BPEMEHU Ha He BU3HecC-
NPUNOXeHns

= Ball cpbanepson nponyckaeT
MHOXXECTBO MPUNOXeHumn

= Bbl HE 3HaeTe Kakue
NPUNOXEHNA NCMOSb3YIOTCA B
BaLLeWn cetun

= MHoxectBo BpegoHocHoro MO
pacnpocTpaHdaeTcsa Yepes
HOBbIE MPUNOXEHUS

(BitTorrent
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EcTb BCe OCHOBaAHUA ObITb 00eCNOKOEHHbLIM
MCNONMb30BaHUEM NPUITOXKEHUN B KOMNaHU!

B 2009 KonunyecTBo Hebe3onacHbIX
canToB Bblpocna 6onbwe yem Ha 200%

\
-

55% yAa3BMMoOCTen 3aTparnBatoT Beb-
NPUNOKEHUA

.

{

L 77% 3aparKeHHbIX CAUTOB ABAAIOTCA

NerntTMMHbIMHU

57% XULWEHUN AaHHbIX NPOUCXOAUT
yepes NHTEePHET

A\

.
76% yA3BMMOCTEN UCMONb3YIOT BED-

npnaoxXeHuA

.

UcTtouHnkm: X-Force, Websense, Whitehat Security, Imperva, & 7Scan
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KOHTPOJb NPUNTOXEHNN

= Kak WatchGuard peluaet npobnemy

" BO3MOXHOCTb MUAEHTUOULMPOBATL, KOHTPOIMPOBATL M IOrMPOBaTbL bosee, uem
1800 npMNOKEHUN U NX PYHKLUN

" [MOBKMN KOHTPONb NPUSIOXKEHUM

" WHTerpauma B CTaHAAPTHYO TabaunLy NONIUTUK HAacTpoeK panpBoana

Firewall Policies

Auto-Order mode is enabled Disable '.'.-’ @ x Help @
Action Palicy Name Palicy Type From Ta Part PER Application Control

@ _® & FTe-prosy FTP-proxy Any-Trusted Any-External tepi21 Global

J' @ WatchGuard Web UI WG-Fireware-XTI Any-Trusted &ny-Opl Firebox tcp:80B0 None

I -® ) Ping Ping Any-Trusted Any-Cpl Any ICMP (type: 8, code Global

J' & WatchGuard WG-Firebox-Magr Any-Trusted &ny-Opl Firebox tcp:4105 tep:4117 £ None

7 -d m*  Outgoing TCR-UDP Any-Trusted Any-Opl Any-External tep:0 udp:0 Global

I © WatchGuard Technologies Inc.
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Mpumepbl nCNONb30BaHUS NPUNOXEHUN

= KOHTpoab npunoxeHun ot WG
Aenaet BO3MOXKHbIM:

= BbnoknpoBaTb NPUNOXKEHUA «TOYKa-
Touka»(p2p)

Application Control Configuration X

Application MSN

Category Instant messaging

| Set the action for all behaviars -

=  OTKpbITb Facebook ana otaena mapKeTuHra

i#) Setthe action for specific behaviors

=  OrpaHWYUTb UCMONb30BAHNE NPUIOKEHMI NO 7] Authority pr——
BpeMEHVI [¥| Communicate Allow | » |

. yBM,ﬂ,ETb nonynapHble NPUNOKEHUNE B csoen |v] Games o i
ceTu [¥] Media Drop - |

|\n_|'r| Transfer Drop - |

= 3anpeTuTb NCNOb30BaTb Nepeaayvy epannos

yepes Skype / [ ok ][ canca |

I © WatchGuard Technologies Inc.
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MTMBKUA KOHTPOIb NPUNOXEHUN

3anpeT Ucnosb30BaHUA OTAENbHbIX
NPUNOXKEHUN ANA LENOro AenapTaMeHTa,
OTAE/NbHbIX TPYN 1 NO/b30BaTeNeN

KoHTponb oTAeNbHbIX GYHKLUWUU NPUNOXKEHUS,
Hanpumep 3anpeT nepeaayn Ganios vYepes
SKYPE

KoHTpoAb A0CTYNa K NPUNOMKEHUSAM B
3aBUCMMOCTM OT BPEMEHMW CYTOK

KOHTpOAb NPUNOXKEHNI NO KaTeropmam

LleHTpannsnpoBaHHOE ynpaB/ieHne
NPUNOXKEHNAMU

ABTOMaTMYeCcKoe 0OHOBNAEHME CUTHATYP
NPUAOXKEHUN

[eTanbHble OTYETbI O UCMONb30BAHNUM
NPUAOXKEHUN

Moaaep»Kka NPOAYKTUBHOCTM NONb30BaTeNemn
MpenoTBpalleHme yrpo3 6e3onacHoCTH

BanaHc AOCTYMHOCTM U 6IOKMPOBaHUA Yrpos3

MpoAayKTMBHOCTL B paboyee Bpemsa
«MpemnpoBaHme» B Hepabouee Bpems

[MpocToTa B UCMONb30BaHUMU

LleHTpann3npoBaHHOe ynpaBaeHue
pacnpeneneHHoOn MHOPACTPYKTYPOM

MoaneprKKa akTyasIbHOCTU YPOBHS 3aLUTbI B
MUpPE ANHAMUYECKUX MPUNOKEHUN

KoHTponb cobntogeHna noanTmk
MCMONb30BAHMA NPUIOKEHUN

© WatchGuard Technologies Inc.
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NMPUMEP NPUNOXXEHUN

Instant Messaging  QQ; MSN; Yahoo; GoogleTalk

Mail/Collaboration  Hotmail; Gmail; Yahoo; MS

Web 2.0
P2P

Remote Access
Terminals

Database

File Transfer
Voice Over IP
Streaming Media
Games

Network Mgt

Web bypass

Exchange

Facebook; LinkedIn; Twitter

Gnutella, Foxy, Winny; Bittorrent;

TeamViewer; GoToMyPC

MS SQL; Oracle

Peercast; Megaupload

Skype

QuickTime; YouTube; Hulu

Xbox Live; Second Life

MS Update; Adobe; Norton; McAfee

Ultrasurf; Avoidr; Circumventor

Pa3pelueHHble NpUAOXKeHUA

it

3ab/10KMPOBaAHHbIE
NPUIOMXKEHUA

© WatchGuard Technologies Inc.
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COBPEMEHHOE BUOEHUWUE BU3HECA
COBIMNAOAET C BUOAEHMEM WATCHGUARD

Fireware XTM WatchGuard no3BonsieT cokpaTuTb PUCKU K
yBENMNYUTb NPOM3BOAUTESIBHOCTb A9 NoTpebHoCcTen busHeca

YnyJuweHHasn
6e30nacHOCTb

YnyduweHHoe
ynpassieHue u
KOHTPO/b

PacwmnpeHHasn
ayTeHTUPUKauma

CobnopeHue
NOJIUTUK U
CTaHQapTOB

© WatchGuard Technologies Inc.
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Content Security

Extensible Content Security npegnaraet 3awWmTy KOHTEHTa ) CLUSTERING AND QUEUE
yepes 3/IeKTPOHHYH NOYTY U BEG-DUNLTP B COYETaHMU C
3alUMTOM OT NoTepen AaHHbIX. REPLICATION
ANTI-SPAM/VIRUS/MALWARE
- XCS 280 & 580
For small businesses and CUSTOMIZABLE REPORTING
~ medium-sized businesses
ENCRYPTION
S—

— XCS 770R, 880 & 1180 CONTENT FILTERING
F di tol
ontorpses and 19P's DATA LOSS PROTECTION

CENTRALIZED MANAGEMENT

XCSsv . WEB SECURITY WITH:
Four full product virtual

software license >URL FILTERING
versions —

> WEB CONTENT FILTERING

> ACCEPTABLE WEB USAGE

> WEB APPLICATION CONTROL
> TRAFFIC MANAGEMENT

I © WatchGuard Technologies Inc.
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Introducing the new XCS Series:
Extensible Content Security highlights

 MowHoe anti spam pelwueHue

— bnokupyeT 98% spam ¢ 99.9%
TOYHOCTbIO CKAHMPOBAHUSA BXOASILLIENO U
ncxoadawero Tpadpuka, npegorepalleHue
Yrpo3 1 BO3MOXHOCTb NPUMEHEHNS
MMOKUX NOSIUTUK.

 Knacrtepusauusa u pennumkauma odyepenen
— Hynesaga notepsa coobweHnn
 [lpuBaTtHOCTbL
— KpuntuposaHue e-mannos

— [NpenonpenenéHHbie crioBapu
COOTBETCTBUS

I © WatchGuard Technologies Inc.
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Best-In-Class Security: XCS

KAJPERIKY3S

@gcchGuard" J 7

U McAfee

@gcchGua rd
(inteD)

V?—!t[—@gg @gtchGuard“
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Defense-in-Depth for Email Security

Malware Prevention

ReputationAuthority Spam Prevention
+ 98.3% Rejected « Customized « Multiple Layers of Protection
« Perimeter Security « Outbreak Response « All Malicious Code

1st Line of Defense 2nd Line of Defense 3rd Line of Defense
1 | 1

—,ﬂﬂ | '\ |

\/1_: ﬂ o iﬂ | I\Z = | :

| \/ | | | | | | i | {

)N | =i W | =N T

S 4 o 4 Y,

W A Y | A

a a a a

Rejected Email Messages




Get Secured. @gtchGuard'"

Data Loss Prevention

© 2011 WatchGuard Technologies
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UTO TaKkoe npeaoTBpaLleHne noTtepu
AaHHbIX (DLP)?

¢ JTO:
— WMHCTpyMeHT, oxBaTBatownm busHec ctpaterum

— TexHonorus, KOTOpasd crneant 3a coagepxXaHmnem m
npearnmcaHnem nNoJyiInTnK MCNoJib3oBaHUA N Nepenayn

OaHHbIX

 MoXeT NnpUMeHATbLCA:
— B 3awmte nHtenektyansHon co6CTBEHHOCTH

— [NpoTnB cnyyanHbIX NOTEPb AaHHbLIX
— [NpoTuB Kpax gaHHbIX

© WatchGuard Technologies Inc.
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WatchGuard Data Loss Prevention

 Deep Inspection
— Email & Web
— Content and context scanning

« Consolidated Policy
Management
— Single Ul
— Reporting
* Integrated Remediation
— Encryption
— Block or allow
— Quarantine or reroute

“The true value of content monitoring and filtering
lies in helping management to identify and correct
faulty business processes and accidental
disclosures.”

Source: Gartner Research: Content Monitoring and Filtering Helps
Find Faulty Business Process, Accidental Disclosures
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Co3aaHue npobnemsbl: NoTeHumnan ang
yTeyeK AaHHbIX oOLKnpeH

I r iy
I at aa
‘ﬂ I - — A
‘I-I‘E",'J .:'1'7;."‘. d o .
2SS M @l tilll ik O
P i Y W B B
' | ™~
4

Email Wikis Blogs Social Networks Crimeware Sites

2

Organization (Employee)

I © WatchGuard Technologies Inc.
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MpocTon npouecc MHTerpupoBaHus

Examine Determine DLEIVE Report
Examine entire content Determine if content and Deliver content in Monitor and provide
including attachments context is in accordance accordance with reports to demonstrate
with defined policies defined policies - send, compliance and
copy, encrypt, block identify gaps

‘ .
o ] ® 4

/
Privacy & Compliance Engine

| Inspect - Filters
Validate - Dictionaries

Decide - Policies

Q®®




Get Secured. @atchGuard

Never Lose A Message
Email Encryption

© 2009 WatchGuard Technologies
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Everyday Messages Contain Private Data

= « KoH(punoeunanbHOCTb
r \l « CooTBeTcBME
| — -  KoHdwuaeumanbHas
s Punaew,
- nHdopMaLmnsa UNn gaHHble

mpioyees

* HTennekTyarnbHas
CODCTBEHHOCTb

P‘ s
A 454 |l * Pwuck npunoxeHun
[ .‘ ‘
o I | ‘
' (7
g l]..:‘ ;g |
¢ B © e *
|

Partners Rnemaote employees ird Parties Ad Ho

© WatchGuard Technologies Inc.
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CyuwecTBYyrowme yrposbi:
Bidirectional Email & Web Risks

I Botnets Legal Risks
Malware @ Data Leakage
anagers
L el - a ! 4 The Endless Possibilities
J - 2 - f the Internet Web 2.0
»_ _ maRFe (»F @ © :

Y
Remote

\
y | Spyware Blended Threats -
Offices L
)
Disgruntled

Employees

| l |

© WatchGuard Technologies Inc.
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Bbicokasa HapexHocTb & HyneBas noteps
nucem

« Knactepusaymsa & Pennukauusa Tpadpuka

« LleHTpanbHOe ynpaBrieHue
REMOTE OFFICE 1

SECONDARY

HEADQUARTERS

SECONDARY

——
et ejujaialil

PRIMARY ,
4 REMOTE OFFICE 2
SECONDARY ‘
=) SECONDARY

I":::::r-
-

—"/ SECONDARY
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The WatchGuard Email Encryption
Subscription

Emailissent = . y

=

to recipient — (5 0 =[h Email is decrypted and displayed,
including attached files

Email is processed |
within your
environment (ﬁ\ Recipient credentials are stored

. - not the email - to manage keys ‘

h availability E’;
o

_mmg0d enable hi

User enters password
and key is retrieved
securely

WatchGuard XCS scans data and
matches against company policies -
identifies if email should be encrypted

. : Email is securely
If message content (including pushed to recipient
attachments) meets pre-defined

criteria for privacy and compliance,
the message is seamlessly encrypted
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Cny4yan npMMeHeHuns1 KpUunTMpoBaHUS

* BbusHec npoueccol
— ®unHaHcoBble onepaumn
— [Npopaxa, 3akasbl, KBOThI 1 cHeTa

« CooTtBeTcBueE

— PCI, HIPAA, EU Directive, GLBA, PIPA...
— TpeboBaHusi TpETLEN CTOPOHbI

* [lepepgava On3Hec cooOLLEHUN

I © WatchGuard Technologies Inc.
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Finally...Email Encryption Made Easy!

WatchGuard Provides a Single, Integrated Solution

« Jlerkoe B
NCIroJib30BaH ‘
— Hert knneHToB nnu plug-in
— Hert ceptndmkaTos WatchGuard
. Moo L
pa3BEPTbIBAETCH 0y

Total Cost of
Ownership




l — @ﬁchGuard'

Cnacubo!

Bonpocbi?




